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Information Security Policy
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Purpose of the Policy
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This Information Security Policy is specifically formulated for compliance to ensure the complete
protection of Holy Stone Enterprise Co., Ltd (hereinafter “the Company”)’s relevant information
assets, including the physical environment, software, hardware, network and data, to reduce the
impact and threat of information security incidents and to ensure the confidentiality, integrity and

availability of maintenance and operation of the information system.
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Content of the Policy
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The company’s various information security management regulation must comply with
relevant government regulations (Cyber Security Management Act, Patent Act, Trademark Act,
Copyright Act, Personal Data Protection Act.)) and 1SO27001 Information Security
International Standard.
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To ensure the implementation of the Company’s information security regulaton, information
security regulations and information security management measures should be formulated for
each information security field, and all employees of the Company must strictly follow.
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The Company’s information security management measures include: device usage,

)

traditional files, media storage, access control, software usage, wireless network, physical
environment and security, IT credentials, system development and maintenance, email and

communication software, supplier and personnel appointment, information security incident
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management and information security punishment etc.
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The subcontractors shall abide by the provisions of this policy and related procedures and shall
not use the Company’s various information assets without authorization. If the use of restricted
information assets is involved, Non-Disclosure Agreement (NDA) shall be signed.
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The Company’s employees must regularly take information security education and training
courses and social engineering drill program to reinforce employees’ information security
awareness.
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The Company shall regularly assess the impact of various man-made and natural disasters on
the Company’s information assets, and formulate contingency plan, disaster recovery plan and
information incident response plan and conduct regular drills, tests and reviews.
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Violation of this policy and the Company’s information security regulations shall be handled

in accordance with the information security punishment regulations.
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The promulgation of this policy clearly declares the importance of maintaining information security.

All employees of the Company, manufacturers and their employees or temporary employees who have

business dealings with the Company shall understand this policy in order to maintain the information

security and sustainable operation of all business of the Company.




